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Overview

Enabling Single-Sign On (SSO) authentication for your organization allows for secure
authentication against your current identity database, reducing the administrative overhead and
the risks associated with maintaining an additional external database of users and passwords.
BrainStorm recommends SSO for all organizations.

QuickHelp is compatible with potentially any SSO platform that supports WS-Federation or
SAML 2.0 standards.

| You will need to configure not only your Identity Provider, but your
< % organization’s , as well, to enable SSO authentication.

In your Identity Provider, you will configure which end-user attributes will be sent to QuickHelp
each time a user logs in. The following attribute fields are available in QuickHelp:

Attribute Label | Description

Email Email — required; can be email or UPN, if the user can receive emails
to the UPN

First Name Given Name

Last Name Surname

Company Company/Organization

Title User Title

Department User Department

Location User Location — could be City, Office, Country, State, etc.
Any attribute in your IdP to use as a QuickHelp Group identifier/creator

UserlD Employee ID

Platform Workstation information — Mac, Windows, OS, etc.

Custom 1 Custom

Custom 2 Custom

Custom 3 Custom
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The Email field is required. Including First Name, Last Name, Title, and Department is
BrainStorm’s best practice. The other fields are optional and can be used to send any desired
attribute to QuickHelp for user classification and reporting, not just what the Attribute Label
indicates.

NOTE: Currently, only Email, First Name, Last Name, Title, Department, and Group are
visible to end users and/or Admins. The other fields are stored In QuickHelp but are not
yet visible.

... Before You Begin

Before you begin SSO setup you should confirm:

e You have a login to your QuickHelp Web Portal (https://quickhelp.com/routeurl). You can
create an account using your organizational e-mail address if you don’t have an account.

e You (or another authorized user) have accepted the End-User License Agreement (EULA) on
behalf of your organization. If this hasn’'t been accepted yet, you should be prompted after
logging in.

e You have been granted “Administrator” privileges. To verify that you have this access, look for
the “Admin Portal” option in the left-side menu.

Click Admin Portal.

HOME
CONTENT
SKILL PATHS
EVENTS
COMPANY

GROUPS

ADMIN PORTAL

Click Settings

£ sermines |

Look for the Authentication Settings tab
AUTHENTICATION SETTINGS

Check with the your organizational QuickHelp Administrator or your
BrainStorm Client Success Manager if any of these are not as described.
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QuickHelp Groups

QuickHelp utilizes groups to organize users and assign relevant content, among other things.
Single Sign-On can be used to automatically create and populate these groups. If there is a
single- or multiple-value attribute in your IdP that can be used as a QuickHelp Group identifier,
include it as the Group parameter.

The number of user-assigned values for the chosen attribute should be relatively small
as a QuickHelp group will be created for each value. This group-creation process
happens when users log in to QuickHelp.

However, before your users ever log in to QuickHelp, you can create System Groups in
QuickHelp to match the values of the attribute you are sending. The names must match exactly.
During the System Group Creation process, you will see an SSO checkbox:

NEW SYSTEM GROUP

System Group Details

OWMER

Usars x

550

Checking that box makes the manually created group behave as if it were created via SSO,
meaning that users will be automatically added to and/or removed from the group based on their
identity database profile. If the SSO checkbox is not checked, users will not be automatically
added to the group based on their identity database profile.






ADFS
Compatibility

QuickHelp is compatible with ADFS 2.0, 3.0, or 4.0.
Please note that SSO will not be enabled until both the following ADFS server
configuration and the QuickHelp Portal configuration have been completed.

ADFS server configuration

While these instructions are written with ADFS 3.0 in mind, the steps should be nearly identical

for ADFS 2.0 and 4.0. On your primary internal ADFS server you will need to Add Relying

Party Trust.

[ ADFS
4 [ Service
[7] Endpoints
[ Certificates
[ 7] Claim Descriptions
4[] Trust Relationships
7] Claims Provider Trusts
7] Attribute Stores
4 [ Authentication Policies
[ ] PerRelying Party Trust

Relying Party Trusts

Add Relying Party Trust..
Add Mon-Claims-&Aware Relying Party ...

View

New Window from Here
Refresh
Help

1. On the Welcome to Add Relying Party Trust Wizard screen click Start.
2. Paste the following into the URL field then click next.

https://quickhelp.blob.core.windows.net/ metadata/QuickHelpWSFederationMetadata2024.xml

Select an option that this wizard will use to obtain data about this relying party:

(®) Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local netwark.

Federation metadata address (host name or URL):

Bxample: fs.contoso.com or https:/fwww contoso .com./app



https://quickhelp.blob.core.windows.net/metadata/QuickHelpWSFederationMetadata2024.xml
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3. For the Display name you can accept the default or enter something more descriptive
such as BrainStorm QuickHelp then click Next.

< Add Relying Party Trust Wizard L X |

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.

@ Welcome Display name:

@ Select Data Source |Bmin5tu:|rrn QuickHelp| |
@ Specify Display Mame Motes:

@ Configure Muttifactor
Authentication Now?

8 |

4. Accept the defaults on the Multi-factor Authentication configuration page and click Next.
5. For Issuance Authorization Rules select the default of permitting all users and click Next.

Choose Issuance Authorization Rules

e lssuance authorization rules determine whether a user is permitted to receive claims for the relving party.
@ Welcome Choose one of the following options for the inttial behavior of this relying party’s issuance authorization rules.
@ Select Data Sourcs (®) Pemit all users to access this relying party

6. On the Ready to Add Trust page click Next.
7. On the Finish page leave the Open the Edit Claim Rules box checked and click Close.

Finish
Steps ) )
The relying party trust was successfully added to the AD FS configuration database.

Wel
@ Vielcome You can modify this relying party trust by using the Properties dialog box in the AD FS Management snap-n.
@ Select Data Source
@ Specify Display Name
@ Configure Multifactor Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

Authentication Mow?

Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

®

8. Click Add Rule.
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9. Select the default template of Send LDAP Attributes as Claims and click Next.

Select the template for the claim nule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Send LDAF AMtributes as Claims W

Claim rule template description:

Using the Send LDAP Attribute as Claims nile template you can select attributes from an LDAF attribute
stare such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneMumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. § you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

10. For the Claim Rules name, enter something descriptive such as BrainStorm QuickHelp
Claim Rules.

11. For the Attribute store select Active Directory.
12. For Mapping of LDAP Attributes the left column is the LDAP description of the field and

the right side is the SAML type description. Use the table below as a guide.

LDAP attribute Outgoing Claim Type
1 E-Mail-Addresses E-Mail Address
2 Given-Name Given Name
3 Surname Surname

Token Groups -

4 Unqualified Names http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
5 Department http://schemas.microsoft.com/ws/2008/06/identity/claims/department
6 Title http://schemas.microsoft.com/ws/2008/06/identity/claims/title

*If AD Token Groups are mapped to QuickHelp Groups, all AD groups to which each user
belongs will automatically create corresponding groups in QuickHelp when the user logs
in for the first time. Depending on the number of your AD groups, the number of
QuickHelp groups has the potential of growing exponentially. If there is a different AD
attribute that makes sense for QuickHelp groups (like Location), you won’t need to create
the Token Group attribute.
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Other attributes such as Company, Location, UserlD, etc can be added, but will not yet be
visible to end users and/or Admins.

Uiaim ruie name:
[Brain Storm QuickHelp Claim Rules (Ful
Rule template: Send LDAP Attributes as Claims

Attribute store:

[Active Directory v]

Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute (Select or type to Outgoing Claim Type (Select or type to add more)
add more) going
Sumame v | Sumame v
Token-Groups - Unqualfied Names v |http://schemas microsoft.com/ws/2008/06/ide... v
Department v |http://schemas microsoft.com/ws/2008/06/ide... v |=
Title v |http://schemas microsoft.com/ws/2008/06/ide... v

* v v |
=" M

13. Click Finish.
14. To complete configuration, go to the section of the
Q document.

Limiting access

Some organizations may choose to limit access to QuickHelp. To limit access to an ADFS
relying party to only specific groups.

1. Inthe ADFS console, navigate to the relying party trusts. Select the trust for QuickHelp,
click edit claim rules.

2. Navigate to Issuance Authorization Rules, select “Permit all Users” if it exists and click
remove rule.

3. Click Add Rule. Select the “Permit or Deny Users Based on an Incoming Claim” template
and click next.

4. Type a name for the rule such as “Allow QuickHelp Authorized”. Under Incoming Claim
Type, select Group SID. Click Browse and select the security group you want to allow
access, then select the “Permit” radio button and click finish.

5. Repeat for any additional groups you want to grant or deny access. There is an implicit
deny all at the end of the list.






Azure Active Directory
Compatibility

QuickHelp is compatible with Microsoft Azure Active Directory and requires O365 Administrator
access.

Please note that SSO will not be enabled until both the following Azure Active Directory
configuration and the QuickHelp Portal configuration have been completed.

Azure Active Directory configuration
1. Login to the Office 365 Admin center and select Azure Active Directory from the

Admin Centers.
2. Choose to manage Enterprise applications.

Manage
ﬁ Users
:4 Groups

B Organizational relationships

55 Roles and administrators

3. From the top, click New Application.

= Mew application

4. Type QuickHelp in the Add from gallery search field that appears.

Add from the gallery

quickhelp v

1 applications matched "quickhelp".

NAME CATEGORY

m QuickHelp Education

5. Select the QuickHelp app from the results.

Please ensure you are using the QuickHelp app and not the BrainStorm app.



6. Click Add at the bottom of the window that pops up.
7. Once the app is added, a new QuickHelp — Quick start dialog appears. Click Single
sign-on from the left.

“
B overview

u' Getting started

Deployment Plan
Manage

' Properties
Owners

Users and groups

Single sign-on I |

Provisioning

O IO Ee

Self-service

8. Inthe Select a single sign-on method, choose SAML.

Select a single sign-on method  Help me decide

S = 3
User must manually enter their

username and password.

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language)
protocol.

Linked

Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher.

9. In Basic SAML Configuration, click Edit in the upper right-hand corner.

o Basic SAML Cenfiguration

Identifier (Entity D)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State

Legout Url

Required
Optional
Required
Optional
Optional
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10. In the Identifier (Entity ID) field, enter

11. In the Reply URL field, enter .

12. In the Sign on URL field, enter where routeurl is the
custom landing page designated for your organization. If you don’t know your routeurl,
please contact your organization’s QuickHelp administrator or your BrainStorm Client
Success Manager.

Patterns: hitpsy//quickhelp.com/EXAMPLE/#/Login

* Signon URL @ | https://quickhelp.com/ROUTEURL \/|

Patterns: https://".quickhelp.com

* Identifier (Entity ID) @ | httpsi//auth.quickhelp.com \/|
13. Click Save.
14.In User Attributes and Claims, click Edit in the upper right-hand corner.
o User Attributes & Claims K4
Givenname user.givenname
Surname usersurname
Emailaddress user.mail
Name user.userprincipalname
Unique User |dentifier user.userprincipalname

15. By default, you should see SAML Token Attributes for givenname, surname,
emailaddress, and name (UPN). To add other attributes for Title, Department, UserID,
Company, Platform, Location, or Custom Fields 1-3, click Add new claim.

+ Add new claim
Mame identifier value: user.userprincipalname ,‘F
CLAIM NAME VALUE
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org/ws/20053/05/identity/claims/nameidentifier user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname

NOTE: Currently, only Email, First Name, Last Name, Title, Department, and Group are
visible to end users and/or Admins. The other fields are stored In QuickHelp but are not
yet visible.

16. In the Name field, enter an appropriate name, e.g. Department. This is an open field but
will be used in the Portal Configuration section of the document.
17. From the Source Attribute pulldown menu, select the corresponding AD attribute.


https://auth.quickhelp.com/
https://quickhelp.com/routeurl

Manage user claims X

* Name | |
Namespace | Enter a namespace UR! |
Source @ Attribute O Transformation

* Source attribute | Select from drop down or type a constant w |

18. Click Save at the bottom of the Manage user claims dialog.
19. Repeat to add other attributes.

There is an additional QuickHelp attribute for Group. If there is a single- or multiple-value
attribute in your IdP that can be used as a QuickHelp Group identifier, create it here. The
number of user-assigned values for the chosen attribute should be relatively small as a
QuickHelp group will be created for each value. This group-creation process happens as
users log in to QuickHelp.

20. In SAML Signing Certificate, if there is not an active certificate, click Edit in the upper
right-hand corner. If an active certificate already exists, skip to step 26.

é SAML Signing Certificate 4
Status Active
Thumbprint
Expiration 12/11/2021 9:28:19 AM
Motification Email
App Federation Metadata Url | https://login.microsoftonlinecom/. |
Certificate (Basebd) Download
Certificate (Raw) Download
Federation Metadata XML Download

21. Click New certificate.
22. Choose an expiration date — you can select any date (up to three years from the current

date).
nfa 12/11/2021 9:30:22 AM Will be displayed on save
23. Click Save.
24. A row of information with an option to download Metadata XML is available.
STATUS EXPIRATIOM DATE THUMEFRINT
| Active 12/11/2021 9:28:19 AM I I

25. Verify that the Status of the certificate is Active. If not, click the three dots to the upper
right of the certificate and select Make certificate active.



PEM certificate download
Raw certificate download

Delete Certificate

Basebd certinicate downl...

26. Click the Download link next to Federation Metadata XML and save the metadata file to

a familiar location OR Copy the App Federation Metadata Url. This will be used later in
the QuickHelp Portal Configuration.

SAML Signing Certificate

Status

Thumbprint

Expiration

Netification Email

App Federation Metadata Url

Certificate (Basebd)
Certificate (Raw)
Federation Metadata XML

Active

D410BECDFREABEDESAG343DERTCDAASTCADOMCDC

12/11,/2021 9:28:19 AM

kblomguist@brainstorminc.com

| https://login.microsoftonline.com/3013a262-bac5-.., | [[[] “tt=s
Download
Download

Download h

27. Save the Single Sign-On configuration.
28. Click Properties from the Manage list on the left.

MANAGE

' Properties

#* Users and groups

9 Single sign-on

@ Provisioning

C  Self-service

29. Set User assignment required? to either Yes or No.

a. Yes: Users must be first assigned to the application before being able to access

it for authentication.

b. No: Any user in your Azure Active Directory can access it for authentication. If
set to No, Save and skip to step 36.




Enabled for users to sign-in? @

Name © | QuickHelo - |
Homepage URL @ [ https//sewebrai inc.c fquick-help |
[
[ select a file |
User access URL @
Application ID @
Object ID @

ser assignment required? @

Visible to users? @

30. Click Save.
31. Click Users and groups.

MANAGE

1t Properties

A Users and groups

9‘ Single sign-cn

@ Provisioning

C  Self-service

== Add user ,f Edit @ Remove ‘Update Credentials

32. Click Add user in the User and groups dialog that opens.

=Z Columns

o The application will appear on the access panel for assigned users. Set 'visible to users?” to no in properties to prevent this. =»

| L‘:f.rst 100 shown, to search all users & groups, enter a display name.

assigned.

33. Click Users or Groups in the Add Assignment dialog. A dialog will open.
34. Within the respective dialog, search for the user/group to which QuickHelp should be




Users O x

Select member or invite an external user @
| smith ",|

ay
Barbara Smith
bsmith@ brainstorminc.com

35. Select and Assign the user/group to be added. Repeat as needed.
:: 36. To complete configuration, go to the Portal Configuration section of this

document.
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Okta

Compatibility

QuickHelp is part of the Okta Application Network (OAN), making it easy to enable Single Sign-
On. Configuration requires an Okta administrator.

Please note that SSO will not be enabled until both the following Okta configuration and
the has been completed.

Okta configuration
1. Loginto Okta as an administrator.
2. Navigate to the administration area.

3. From the options across the top, click on Applications > Applications.

@ okta Dashboard Directory Applications

Applications

(/) Dashboard

4. Click Add Application.

23 Add Application

5. In the search field, search for BrainStorm.

() BrainStorm|

6. BrainStorm QuickHelp will pop up — click Add.



7. Inthe General Settings area, click Done (you can make changes if desired, but they are
not needed).

=% Add BrainStorm QuickHelp

7

o General Settings

General Settings - Required

Application label

Application Visibility

BrainStorm QuickHelp

This label displays under the app on your home page

O Do net display applicanon icon 1o users

O Do net display applicanon icon in the Okta Mobile App

General settings

All fields are required to add this
application unless marked optional

8. From the Application attributes area, click on Sign On.

+ Back to Applications

' .l_i_, | BrainStorm QuickHelp

Active E View Logs

General Sign Cn Import Assignments

Settings

SIGN ON METHODS

The sign-on method determines how a user signs Into and manages thelr credentlals for an application. Some sign-
on methods reguire additional configuration In the 3rd party application.

Vew Setup Instructlons

® SAML 2.0
Default Relay State
Group Nane
e SAML 2.0 1s not configured untll you complete the setup Instructions.

Identity Provider metadata Is avallable If this application supports dynamic configuration.




9. Ifthe Application username format value of Okta username is not the email you wish
to send to QuickHelp, edit the Settings > Credential Details section and choose the
desired value for the Application username format.

Okta usemame L

(Mane)
Custom
Email

Emall prefix

| Okta usemame prefix |

10. Click Save.
11. Click the Identity Provider metadata hyperlink.

Identity Provider metadata Is hivallable If this application supports dynamic configuration.

12. Save the metadata document to a familiar location.

13. By default, Okta sends email, First Name, Last Name, Title, and Department as
attributes to QuickHelp. UserlD, Company, Location, Platform, and three custom fields
are optional fields, and must be configured to send the correct information. If you are
not configuring any other outgoing attributes, skip to step 15.

NOTE: Currently, only Email, First Name, Last Name, Title, Department, and Group are
visible to end users and/or Admins. The other fields are stored In QuickHelp but are not
yet visible.
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14. To configure all other optional attributes (UserID, Company, Location, Platform, Custom

1-3):

a. From the options across the top, click on Directory > Profile Editor.

Applications

People

V4 B - Groups
Profile Editor
Directory Integrations

Eeners Sign On Profile Masters

]

b. Inthe search field, search for BrainStorm.
c. To the right of the BrainStorm app, click Profile.

Profile

brainstormquickhelp

/ Mappings

d. In the Attributes area, click Add Attribute.

Attributes

<+ Add Aurbute # Map Aurbutes

e. Enter a Display name (determined by you).

f. Enter the Variable name that relates to this attribute (please note, these are case
sensitive): userid, company, location, platform, customl, custom?2, custom3.
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g. Enter a Description.

Add Attribute

% Loca it ta and not created In Bri
If you p id the n QuickHelp or only w
Display name @ Company

Variable name @ company

Description User's\Orgnnzmlon

h. Click either Save or Save and Add Another (depending on whether or not you
are adding more attributes).

i. Continue for all additional attributes.

J. Once done adding the attributes, in the Attributes area, click Map Attributes.

Attributes

..-r""_'_._.—-_-_'_""‘h..
<4 Add Attribute ( # Map Attributes

M"""\-\-__‘_b__ :
k. Inthe BrainStorm QuickHelp User Profile Mappings dialog, click Okta to
BrainStorm QuickHelp.

",

BrainStorm QuickHelp User Profile Mappings

BrainStorm QuickHelp to Okta

okta

Okta User Profile BrainStorm QuickHelp User Profile

I.  Below the Okta and BrainStorm logos, you will see a list of the attributes you
added above. Since UserName is a preset attribute, it cannot be changed. To the
left of the first added attribute, either click in the Choose an attribute or enter an
expression... field or click the pulldown arrow to the right.

Okta User Profile BrainStorm QuickHelp User Profile.
okta - s
Username Is set by BrainStorm QuickHelp - Override with mapping userName
0Se an attribute or enter an expression. v v company
Choose an attribute or enter an expression. v v custom!
0Se an attribute or enter an expression. v v location




m. Choose the Okta attribute to map to the outgoing attribute. This can be any
attribute that you want to use for user classification and reporting, not just what
the Attribute Label indicates.

n. Click the pulldown menu to the right of the attribute field and choose Apply
mapping on user create and update.

o> - company

— Apply mapping on user create and update

©- Apply mapping on user create only

={=» Do not map

0. Repeat for all attributes.

Usemame Is set by BrainStorm QuickHelp - Override with mapping userName string

user .organization | v ] I — v ] company string

P [ [= o] omteom g

user .state | v ] l e ] location string

p. When done, click Save Mappings.
g. If QuickHelp has been assigned to users already, click Apply updates now in the
Mappings Saved dialog at the bottom.

Mappings saved!

Do you want to apply these mappings to all users with this profile?

Apply updates now Don't apply updates




15. If you opt to send Groups as an attribute, edit the Sign-On section and click on the Filter

pull-down menu by Group.

Group

e SAML 2.0 1s not configured un

| View Setup Instructions

Identity Provider metadata 1s a

MNane
Mone
Starts with
Equals
Contains

Regex

ne setup Instructlons.

lication supports dynamic configuration.

16. Use the filters to determine which Group names from within OKTA to send to QuickHelp.
a. To not send any groups, leave as None.
b. To send all groups, choose Regex as the filter type, and enter *.* as the value.

c. To send specific groups only, use the filters as needed.

17. Click Save.

18. Return to Applications > Applications.

19. Click on Assign Applications.

==z Applications

=5 Assign Applications l l More l




20. From the Applications list on the left, find BrainStorm QuickHelp and check the box next
to it.

=== Applications 1

.~ ™

| bralnstorm ]

LN o

v Application & Label FN Sign-on
7] 7 Ty BrainStorm QuickHelp SAML 2.0

First | Previous MNext | Last

21. From the People list on the right, first click the person icon to the right of the search field
and choose whether to search by person or group.

a People o

-
| Q Search by person i ')
S
m Search erson
1' by p Status
Find people by name, emall, or username
AL search by group Active

Find people who belong to a group

22. Check the box to the left of the people or groups to which QuickHelp should be
assigned. Assign BrainStorm QuickHelp to enough people to perform adequate testing.
After testing is complete, this app will need to be assigned to all necessary users.

23. Click Next.



24. Click Confirm Assignments.

+ Bock 10 Applicotions

25 Assign Applications
© Assion Avps 1o Peopie ° Confirm Assignments

Review your assignments before confirming

PrevmsH Cancel

25. To complete configuration, go to the Portal Configuration section of this
document.
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OneLogin
Compatibility

QuickHelp is part of OneLogin's catalog of pre-integrated applications, making it easy to enable
single sign-on. Configuration requires a OnelLogin administrator.

Please note that SSO will not be enabled until both the following OneLogin configuration
and the have been completed.

OneLogin configuration
1. Log into your OnelLogin App Portal and select Apps > Add Apps.

USERS APPS ACTIVITY SETTINGS

Company Apps

Add Apps

Manage Tabs

Custom Connectors

2. Search the catalog for BrainStorm.

Find Applications

Q, brainstorm| X

BrainStorm
---------- BrainStorm Inc
Brainstorm (Mew)
BrainStorm Inc

Brainstorm {(New - Staging)
BrainStorm Inc

3. Click on BrainStorm (New).
4. Change the Display Name as desired.



5. Click Save.

+«— Add Brainstorm (New) CANCEL

Configuration

Portal Display Name

l Brainstorm (New)

Visible in portal

Rectangular lcen Square Icon

ar
o

mas

Upload a square icon at least 512x512px as
Upload an icon with an aspect-ratio of 2.6:1 as either a either a transparent .PNG or .SVG
transparent .PNG or .SVG

6. Once saved, click the Parameters tab.
7. Leave Credentials are Configured by admin selected.

Info Parameters Rules SSO Access Users Privileges

Credentials are

»  Configured by admin Configured by admins and shared by all users

8. By default, OneLogin will send email as a parameter. First Name, Last Name, Title,
Department, UserID, Company, Location, Platform, and three custom fields are optional
parameters, and must be configured to send the correct information. The Email field is
required. Including First Name, Last Name, Title, and Department is BrainStorm’s best
practice. The other fields are optional and can be used to send any desired attribute to
QuickHelp for user classification and reporting, not just what the Attribute Label

indicates.
+— Brainstorm (New) MORE ACTIONS
Info Parameters Rules S50 Access Users
Credentials are
» Configured by admin Configured by admins and shared by all users
Brainstorm (New) Field Value Add parameter

Emaill Email




NOTE: Currently, only Email, First Name, Last Name, Title, Department, and Group are
visible to end users and/or Admins. The other fields are stored In QuickHelp but are not
yet visible.

9. To configure all other optional parameters:
a. Click Add parameter.
b. Enter a Field Name, e.g. FirstName — this is an open field but will be used in the
Portal Configuration section of the document.
c. Check the Include in SAML Assertion checkbox.

New Field
Field .
\eic name FirstNama]
This is the name of the field in the application's
APl
Flags Include in SAML assertion
|:| Multi-value parameter
o
d. Click Save.

e. From the Value pull-down menu, select the corresponding OneLogin value.

Edit Field FirstName

Name FirsthName
Value First Name -
Flags w' Include in SAML assertion
CANCEL DELETE
f. Click Save.

g. Repeat for all added parameters.




There is an additional attribute for Group. If there is an attribute in OneLogin that makes
sense to use for QuickHelp groups, add it here. However, whatever you use as the
QuickHelp Group identifier should be fairly small in number as a QuickHelp group will be
created for each user-assigned value of the attribute selected.

10. Click the SSO tab.

11. Change the SAML Signature Algorithm to SHA-256.
12. Copy and save the full URL for the Issuer URL.

Info

Enable SAMLZ.0

Parameters Rules 550 Access Users

Sign on method
SAML2.0

X.509 Certificate

Default Certificate 1 (2048-bit) ‘

Change | View Details

SAML Signature Algorithm

‘ SHA-256 -

Issuer URL

[ https:/app.onelogin.com/saml/metadata/794800 ‘ | &} l

SAML 2.0 Endpoint (HTTP)

[ https://brainstorminc.onelogin com/trust/sami2/http-post/s | By l

SLO Endpoint (HTTP)

[ https://brainstorminc.onelogin.com/trust/sami2/http-redirec ‘ .Y l

Privileges

13. Assign access to QuickHelp to the appropriate users.

a. This can be done either on an individual user basis (Users > All Users > Edit

User > Applications tab > New), or by using Roles and Mappings. For more

information, consult OneLogin documentation.

&4. To complete configuration, go to the Portal Configuration section of this

document.
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PingOne

Compatibility

QuickHelp is part of PingOne’s catalog of pre-integrated applications, making it easy to enable
single sign-on. Configuration requires a PingOne administrator.

Please note that SSO will not be enabled until both the following PingOne configuration
and the have been completed.

PingOne configuration
1. Log in to the PingOne Admin Portal.
2. Click the Applications tab > Application Catalog

in
'”E‘"t”‘-"'g # Dashboard Applications Users Setup Account

My Applications  Application Catalog

3. Search the catalog for BrainStorm.

Application Catalog

Browse for the application you want to add or search for it by name.

brainstorm| Search
Application Name
BrainStorm

BRANMETORS

4. Click the Show Application Details button to the right of the Application Name.

[
>
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5. Click Setup.
— BrainStorm SAML
lcon @
Logo @
BRAINSTORM

Name @ BrainStorm

Description ® BrainStorm QuickHelp is a comprehensive, self-help
training solution that gives you the right tools at the
right time to help maximize user productivity when
utilizing Microsoft end-user software.

Category @ Productivity

6. Leave SSO Instructions as the default and click Continue to Next Step.
7. Under Configure your connection > Upload Metadata, click Or use URL.
8. Put BrainStorm’s metadata URL in the Upload Metadata field:

2. Configure your connection

Assign the attribute values for single sign-on ($S0) to the application.

Upload Metadata @ |

Or use local file

9. Once that is uploaded, click Continue to Next Step.

10. By default, PingOne will send attributes for Email (required), First Name, Last Name,
Title, Department, UserIlD, Company, Location, Platform, and three custom fields.
However, each attribute must be configured to send the desired information. The Email
field is required. Including First Name, Last Name, Title, and Department is BrainStorm’s
best practice. The other fields are optional and can be used to send any desired attribute
to QuickHelp for user classification and reporting, not just what the Attribute Label
indicates.

NOTE: Currently, only Email, First Name, Last Name, Title, Department, and Group are
visible to end users and/or Admins. The other fields are stored In QuickHelp but are not
yet visible.


https://quickhelp.blob.core.windows.net/metadata/QuickhelpSamlMetadata2024.xml
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11. Click in the Identity Bridge Attribute or Literal Value field for mail.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Identity Bridge Attribute o

Value

SAML_SUBJECT

*

2 mail *

3 FirstName
4 LastName
5 Department
1 Title

7 Group

8 UserlD

Map your email address attribute

Map your email address attribute

Map your first name atiribute

IMap your last name attribute

Map your department attribute

IMap your title attribute

Map your group attribute

Map your Employee 1D

SAML_SUBJECT
As Literal

Advanced

Email
As Literal

Advanced

First Name
As Literal

Advanced

Last Name
As Literal

Advanced

As Literal

Advanced

As Literal

Advanced

As Literal

Advanced

As Literal

Advanced



12. Choose Email from the pulldown menu.

| x |0

EC
First Hame
Last Name

i SAML_SUBJECT a
memberCOf v

Arhanand.
13. Repeat for all other attributes, as needed.

There is an attribute for Group. If there is an attribute in PingOne that makes sense to use
for QuickHelp groups, map it here. However, whatever you use as the QuickHelp Group
identifier should be fairly small in number as a QuickHelp group will be created for each
user-assigned value of the attribute selected.

14. Click Continue to Next Step.
15. In 4. PingOne App Customization — BrainStorm, change the Logo, Icon, or name, as
desired. However, these fields can be left as they are.

4. PingOne App Customization - BrainStorm

lcon @

Select image

Logo @ .
- BRAINSTORM

Select image

Name @ | BrainStorm

Description @ BrainStorm QuickHelp is a

comprehensive, self-help training
solution that gives you the right tools
at the right time to help maximize user
productivity when utilizing Microsoft
end-user software.

Category @ | Productivity v

16. Click Continue to Next Step
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17. Add the groups of users that should have access to QuickHelp

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock

| Search

Group Name

Add

Add

18. Click Continue to Next Step

19. Review the configuration setup

20. Click Download next to SAML Metadata to download and save the metadata file that will
be used to finish configuration

Signing Certificate Download

SAML Metadata Download

Identity Bridge

Application Attribute Description Attribute or
Literal Value

21. Click Finish
22.To complete configuration, go to the section of this
=% document.
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Centrify
Compatibility

QuickHelp is part of Centrify’s catalog of pre-integrated applications, making it easy to enable
single sign-on. Configuration requires a Centrify administrator.

Please note that SSO will not be enabled until both the following Centrify configuration
and the have been completed.

Centrify configuration
1. Log in to the Centrify Admin Portal.

2. Choose Apps from the left-hand menu.

Requests

[T  Apps

D Endpoints

ﬂ Settings

3. Click Add Web Apps.
Add Web Apps

4. In the Search bar, type QuickHelp.
mm Add Web Apps X

.. Add web applications to enable single-sign on

Search Custom Import

Search catalog by app name

BrainStorm QuickHelp m
QuickHelp SAML

5. In the Results pane, click Add next to BrainStorm QuickHelp.
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6. When asked if you want to add this application, click Yes.
Add Web App .

BrainStorm QuickHelp

Description

BrainStorm QuickHelp is a comprehensive, self-help
training solution that gives you the tools to help maximize
user productivity when utilizing Microsoft end-user
software.

Do you want to add this application?

NO

7. Close the Add Web Apps dialog window.
8. From the Trust configuration window, either copy and save the full URL for the Metadata
location URL or Download the metadata file.

Trust

Learn more
Identity Provider Configuration
Configure your IdP Entity ID / IdP Issuer and Signing Certificate, if needed. Your SAML Service Provider will require you to send |dP Configuration values in a certain method. Choose the method, then follow the instructions.
®) Metadata Metadata

Manual Configuration
IdP Entity ID / 1dP Issuer and Signing Certificate do not need to be edited in most cases

If you need to edit them, edit them first then proceed to the configuration method required by Service Provider.
> 1dP Entity ID / I1dP Issuer (1)

> Signing Certificate (1)

URL https://aah@899.my.centrify.com/saasManage/Downlo Copy URL

File Download Metadata File

9. To assign QuickHelp to specific users, click Permissions on the left, and assign to the
desired users, groups, or roles.

10. Click Save.

11. Centrify will send Email, First Name, Last Name, Title, Department, Company and Group
as attributes to QuickHelp. UserID, Location, Platform, and three custom fields are
optional parameters, and must be configured to send the correct information.

NOTE: Currently, only Email, First Name, Last Name, Title, Department, and Group are
visible to end users and/or Admins. The other fields are stored In QuickHelp but are not
yet visible.

12. To configure optional attributes:
a. Click on the SAML Response tab.



Settings

Trust

SAML Response

User Access

Paolicy

Account Mapping
Linked Applications
Provisioning
Workflow

Changelog

b. Click Add.

Attributes

Click the Add button below ta map attributes from your source directory to SAML attributes that should be included in the SAML response for this application.

[ ]
Attribute Name Attribute Value
# Email # LoginUserUsemame
# FirstName # LoginUserFirstName
# LastName # LoginUser.LastName
# Department # LoginUser.Get("department’)

& Title

Y

LoginUser.Get(itle’)

.

# Company LoginUser.Gel{'company’)

# Group # LoginUser.Get("group’)

c. Enter an Attribute Name.

d. Choose the corresponding Attribute Value.
| + Group .+ LoginUser.Get("group”) ‘ |

vl ].o*

13. If you opt to send LoginUser.Get("group") as an attribute, use the Advanced script in the
SAML Response dialog to determine which Group names from within Centrify to send
to QuickHelp.

a. To not send any groups, set var sendgroups = false.

b. To send all groups, leave the var criteria [ ] as is.

c. To send specific groups only, set var criteria using regular expressions to filter
the group names.

14. Click Save.

:I: 15. To complete configuration, go to the Portal Configuration section of this
document.




Google
Compatibility

QuickHelp is compatible with Google as an Identity Provider, making it easy to enable single
sign-on. Configuration requires a Google Super administrator.

Please note that SSO will not be enabled until both the Google admin console
configuration and the QuickHelp Portal configuration have been completed.

Google configuration
1. Login to the Google Admin Console.

2. Choose Apps > Web and mobile apps from the left-hand menu.

= Google Admin Q

2] Home
EE Dashboard
» & Directory
» [0 Devices
< 5 oapps ]
Overview
» Google Workspace

Additional Google services

Web and mobile apps 2

Google Workspace
Marketplace apps

3. Choose Add App > Add custom SAML app from the top pulldown menu.

£pps > Web and mobile apps

i
+Addaﬂrte Search for apps
I:‘ N*’“eﬂ Add private Android app {

| Add private Android web app

Add custom SAML app

4. Download the BrainStorm logo here.
5. Enter a name in the App Name field.


https://support.google.com/a/answer/2405986#super_admin
https://admin.google.com/
https://quickhelpassetsdev.blob.core.windows.net/logos/BSI-Cap-Logo-128x128.png

6. Click the camera icon.

10.

App details

Enter details for your custom SAML app. This information is shared with app users. Learn more

QuickHelp

App icon

Attach an app icon. Maximum upload file size: 4 MB

CANCEL CONTINUE

Navigate to and open the logo downloaded in step 4.

Click Continue.

Click Download Metadata — this will be used in the QuickHelp Admin Portal
configuration section.

Click Continue.

To cenfigure single sign-on (550) for SAML apps, follow your service provider's instructions. Learn more

Option 1: Download |dP metadata

DOWNLOAD METADATA

OR

Option 2: Copy the SSO URL, entity ID, and certificate
SS0 URL

https:/faccounts.google.com/o/saml2/idp?idpid=Co0wh3tsl [n]

Entity ID

https://accounts.google.com/o/saml2?idpid=C00wh3t5| [n}

Certificate

Google_2026-2-22-113822_SAML2_0 o =
Expires Feb 22, 2026

—BEGIN CERTIFICATE— .
MIID g gl (¥ )

'QQk pbil AQ8wDQYDVQQDEWZHb29nbGUxGDAWBgNYBASTDOdY
b2dsZSBGD3IgV29yazELMAKGATUEBhMCY hCNMIEWM]IZ

‘SHA-256 fingerprint

2D:EC:7D:84:46:53:0B:70:F8:DC:1F:07:31:F4:15:10:54: AF:C2:14:AB:CD:5F:9D:44:D4:1B:84:54 FB:21:C7 [n]

BACK CANCEL CONTINUE

11. Enter https://auth.quickhelp.com/LoginSam! in the ACS URL field.



https://auth.quickhelp.com/LoginSaml

12. Enter hitps://auth.quickhelp.com in the Entity ID field.

NOTE: These fields are case sensitive, so copy and paste these exact values.
13. Set the Name ID format field to UNSPECIFIED.
14. Set the Name ID field to Basic Information > Primary email.

Service provider details

To configure single sign on, add service provider details such as ACS URL and entity ID. Learn more

ACS URL
https://auth.quickhelp.com/LoginSaml

Entity ID

https://auth.quickhelp.com

Start URL (optional)

D Signed response

Name ID

Defines the naming format supported by the identity provider. Learn more

Mame ID format

UNSPECIFIED -
MName ID
Basic Information > Primary email A

BACK CANCEL CONTINUE

15. Click Continue.

16. Under Attributes, click ADD MAPPING.
NOTE: The Email field is required. Including First Name, Last Name, Title, and
Department is BrainStorm’s best practice.

Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes

ADD MAPPING

BACK CANCEL FINISH

17. From the Select field pulldown under Google Directory Attributes, choose Primary
Email.


https://auth.quickhelp.com/

18. In the App Attributes field, give this attribute an outgoing name, e.g., Email.
This is an open field but will be used in the Portal Configuration section of the document.

] Select field
1 Basic Information
i .

First name

Last name

Primary email

Contact Information

J Phone number

Address

% Employee Details

to service provider attributes. Attributes marked with * are mandatory. Learn more

App attributes

CANCEL

FINISH

19. Repeat to add other attributes (First Name, Last Name, Department, Job Title).

Attributes
Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more
Google Directory attributes App attributes

Basic Information >

Primary email - - Email X
Basic Information >

First name - - FirstName X
Basic Information >

Last name - - LastName X
Employee Details >

Department - - Department X
Employee Details >

Title - — Tt X

ADD MAPPING
BACK

20. Click Finish.

CANCEL FINISH

21.You are redirected to the Web and mobile apps configuration page for this new app — to
turn on this SSO service for all users, click the down arrow in the User Access section.

User access

To make the managed app available to select users, choose a group or organizational unit. Learn more

View details

OFF for everyone




22. Select the ON for everyone radio button.

Apps > Web and mobile apps > QuickHelp > Service Status

Showing settings for users in all organizational units

ﬁ QuickHelp

Service status ~
All users in this account

Service status
Groups ~ (® ON foreveryone

O OFF for everyane
Organizational Units v

@ crances may take up 1o 24 howrs to propagate to all users,

1unsaved change ~ CANCEL SAVE

23. Click Save.
NOTE: To turn the service on by organization unit or access group, please refer to the
Turn on your SAML app section in Google’s Set up your own custom SAML application
document.

24. To complete configuration, go to the Portal Configuration section of this
document.



https://support.google.com/a/answer/6087519?hl=en




g ™ o . i "i“\'
QuickHelp™ Single Sign-On BrainStorm

SAML 2.0
Compatibility

As mentioned in the introduction, QuickHelp is compatible with potentially any SSO platform that
can support SAML 2.0 standards. While there are too many to list individually, two of note are
Ping Federate and CA Single Sign-On (CA SiteMinder).

This section of configuration instructions will contain BrainStorm information only and should
work with most SAML 2 Identity Providers (IdPs).

Please note that SSO will not be enabled until both the following SAML 2.0 configuration
and the have been completed.

SAML 2.0 configuration
1. Loginto your SAML 2.0 Identity Provider.
2. BrainStorm’s metadata can be found here:

3. Email must be an assertion attribute, not just the SAML Subject or NAME ID.

4. Add First name, Last name, Title, and Department as additional assertion attributes.
UserID, Company, Location, Platform, and three custom fields are optional parameters,
and must be configured to send the correct information.

NOTE: Currently, only Email, First Name, Last Name, Title, Department, and Group are
visible to end users and/or Admins. The other fields are stored In QuickHelp but are
not yet visible.

5. Copy and save the IdP-generated metadata URL.
6. To complete configuration, go to the section of this
document.


https://quickhelp.blob.core.windows.net/metadata/QuickhelpSamlMetadata2024.xml
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Portal configuration
Compatibility

The following steps require that you have access to the QuickHelp Admin Portal. If you don’t
have access, please contact your organization’s QuickHelp Administrator, or your BrainStorm
deployment team.

Configuration
1. Login to the QuickHelp portal using your QuickHelp administrator account and

password.
2. Click the three-line menu at the top left and then choose Admin Portal.

HOME
CONTENT
SKILL PATHS

EVENTS

COMPANY

GROUPS

ADMIN PORTAL

3. Click Settings.

a SETTINGS

4. Click Authentication Settings.

AUTHENTICATION SETTINGS
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5. Click Add Provider in the Action Bar at the bottom of the screen.

ADD PROVIDER

6. For SSO Type, choose the appropriate setting:

a.

@ ~oaoyo

550 Type

ADFS = WSFederation

Azure Active Directory = WSFederation
Okta = SAML2

OneLogin = SAML2

PingOne = SAML2

Centrify = SAML2

SAML 2.0 = SAML2

‘ WS5Federation 4

7. If your metadata is accessible from the Internet, select URL under Metadata and enter
the URL for your metadata.

ADFS like:

Azure Active Directory like:

or Azure downloads the file, so use the Direct File Upload.
OnelLogin similar to:
OKTA: OKTA downloads the file, so use the Direct File Upload.
PingOne: PingOne downloads the file, so use the Direct File Upload.
Centrify: Centrify downloads the file, so use the Direct File Upload
SAML 2.0: may vary by Identity Provider

Metadata Section

Metadata location
URL

https://adfs.contoso.com/federationmetadata/2007-06/federationmetadata.xmli|

Upload Metadata

8. Click Upload Metadata. You should get this confirmation:



Metadata has been uploaded I

If you see an error, check your URL and inbound access by trying to access the same URL from
outside your organizations firewall or use the Direct File upload instead.

@ Direct File Upload

If the URL upload doesn’t work (or if you only have a metadata file), you can upload your metadata file
directly.

NOTE: To create a file from the metadata URL, open the URL from a web browser (in
some cases, this may require that you be inside your firewall). You should see a well-
formed XML file. If using Internet Explorer and it does not look like a well-formed XML
file, try using another browser or enable compatibility mode (don’t forget to turn it back
off later if you don’t need it). Tap the alt key to display the menu bar if hidden, select
File > Save As and save it to a familiar location.

From the QuickHelp Admin Portal, select File, Browse to the file, and click Upload Metadata.

Metadata Section

File URL

Select file to | Browse..

You should get this confirmation:

Metadata has been uploaded I

9. Enter a Display Name for this Provider



Display Name

Display Name *

If your organization is configuring multiple Identity Providers, your end users will be asked
to choose the appropriate Login Server before the authentication process can start (see
screenshot below). Please choose a Display Name that will be familiar to your end users.

COMPANY
NAME HERE

Please Select Your Login Server




10. In the Attribute Mapping area, paste the correct mapping fields into the corresponding
locations — these will vary based on your SSO method. Attributes for each IdP are listed
below:

ADFS Mapping
Email: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

First Name: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
Last Name: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Title: http://schemas.microsoft.com/ws/2008/06/identity/claimsi/title

Department: http://schemas.microsoft.com/ws/2008/06/identity/claims/department

Group: If there is an attribute in your IdP that would make sense as a QuickHelp Group
Identifier, include it as a Parameter. Whatever you use as the QuickHelp Group ldentifier,
however, should be fairly small in number as a QuickHelp group will be created for each
user-assigned value of the attribute selected. If you are using Department or Title as the
Group Identifier, use the same name in each respective field.

Attribute Mapping
Email " http://schemas.xmlscap.org/ws/2005/05/identity/claims/emailaddress
First Name http://schemas.xmlscap.org/ws/2005/05/identity/claims/givenname
Last Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
Company
Title http://schemas.microsoft.com fws/2008/06/identity/claims/title
Department http://schemas.microsoft.com fws/2008/06/identity/claims/department
Location
Group



http://schemas.microsoft.com/ws/2008/06/identity/claims/department

Azure Active Directory Mapping
Email: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress (or
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name if using UPN)

First Name: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
Last Name: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Title: Title (NOTE: This entry depends on what you named the parameter when configuring the
IdP)

Department: Department (NOTE: This entry depends on what you named the parameter when
configuring the 1dP)

Group: If there is an attribute in your IdP that would make sense as a QuickHelp Group
Identifier, include it as a Parameter. Whatever you use as the QuickHelp Group Identifier,
however, should be fairly small in number as a QuickHelp group will be created for each
user-assigned value of the attribute selected. If you are using Department or Title as the
Group Identifier, use the same name in each respective field.

Attribute Mapping
Email * http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
First Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
Last Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
Company
Title Title
Department Department

Location
Group



http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Okta Mapping
Email: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

First Name: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
Last Name: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
Title: Title

Department: Department

Group: Group Your OKTA configuration determines which group values will be sent to
QuickHelp. If you are using Department or Title as the Group Identifier, use the same
name in each respective field.

Attribute Mapping
Email : http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
First Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
Last Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
Company
Title Title
Department Department

Location
Group




OnelLogin Mapping
Email: email

First Name: FirstName (NOTE: This entry depends on what you named the parameter when
configuring OnelLogin)

Last Name: LastName (NOTE: This entry depends on what you named the parameter when
configuring OneLogin)

Title: Title (NOTE: This entry depends on what you named the parameter when configuring the
IdP)

Department: Department (NOTE: This entry depends on what you named the parameter when
configuring the 1dP)

Group: Group (NOTE: This entry depends on what you named the parameter when configuring
OnelLogin) Your Onelogin configuration determines which attribute will be sent to
QuickHelp. If you are using Department or Title as the Group Identifier, use the same
name in each respective field.

Attribute Mapping
Email : email

First Name FirstName

Last Name LastMame
Company

Title Title
Department Department

Location
Group



http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

PingOne
Email: mail

First Name: FirstName
Last Name: LastName
Title: Title

Department: Department

Group: Group Your PingOne configuration determines which attribute will be sent to

QuickHelp. If you are using Department or Title as the Group Identifier, use the same

name in each respective field.

Attribute Mapping
Email
First Name
Last Name
Company
Title
Department
Location

Group

mail

FirstName

LastName

Title

Department




Centrify
Email: Email

First Name: FirstName
Last Name: LastName
Title: Title

Department: Department

Group: Group Your Centrify configuration will determine which group values will be sent to
QuickHelp. If you are using Department or Title as the Group Identifier, use the same
name in each respective field.

Attribute Mapping
Email ~ Email

First Name FirstName

Last Name LastName
Company

Title Title
Department Department

Location
Group
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SAML 2.0 Mapping
Email: (NOTE: This entry depends on what you named the parameter when configuring
the IdP)
First Name: (NOTE: This entry depends on what you named the parameter when
configuring the IdP)
Last Name: (NOTE: This entry depends on what you hamed the parameter when
configuring the IdP)
Title: (NOTE: This entry depends on what you named the parameter when configuring the
IdP)
Department: (NOTE: This entry depends on what you named the parameter when
configuring the IdP)
Group: (NOTE: This entry depends on what you hamed the parameter when configuring

the IdP) If there is an attribute in your IdP that would make sense as a QuickHelp Group
Identifier, include it as a Parameter. Whatever you use as the QuickHelp Group Identifier,
however, should be fairly small in number as a QuickHelp group will be created for each
user-assigned value of the attribute selected. If you are using Department or Title as the
Group Identifier, use the same name in each respective field.

Attribute Mapping
Email ~ Email
First Name firstname
Last Name surname
Company
Title title
Department department

Location
Group




g ™ o . i "ii‘\'
QuickHelp™ Single Sign-On BrainStorm

SAML 2.0 Settings

If you chose SAML2 as the SSO Type in step 6, you will be presented with the following
settings. You will not see these settings with ADFS or Azure AD. Configure each setting as
required by your IdP.

Omit Assertion Signature
Check

Use SiteMinder

Sign Request

Signing Certificate ‘ .quickhelp.com 2023 b

.quickhelp.com 2021
Signature Algorithm .quickhelp.com 2022

.quickhelp.com 2023

Force Auth

Is Passive (]

Response Encoding ‘ UTE-8 v|

Certificate Validation ‘ Selfsigned certificate v|

Omit Assertion Signature Check: If checked, QuickHelp will not verify the signature in your
SAML response. In effect, the signature in the SAML response is ignored.

Use SiteMinder: If using SiteMinder as the IdP, check this box.
Sign Request: If checked, QuickHelp will sign the SAML request.
Signing Certificate: Ensure that this is set to .quickhelp.com 2020

Signature Algorithm: QuickHelp’s default Signature Algorithm is SHA1L. If your IdP requires
SHA256, choose SHA256 from this pulldown menu.

Force Auth: If checked, QuickHelp will add a ForceAuthn attribute in the request from
QuickHelp. However, whether this is used or not depends on your IdP. ForceAuthn is a
standard SAML attribute.

Is Passive: If checked, QuickHelp will add an isPassive attribute in the request from QuickHelp.
As with Force Auth, whether this is used or not depends on your IdP. isPassive is a standard
SAML attribute.

Response Encoding: Defaults to UTF-8 — change as needed
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Certificate Validation: Defaults to Selfsigned certificate — changes as needed

11. If your metadata file was accepted and you have a valid entry for the Email field, you will
see a Save Changes icon in the Action Bar, click Save Changes.

- F

SAVE CHAMGES DISCARD CHAMGES

12. When you should see the following confirmation, your QuickHelp portal is now SSO-
enabled.

»" 550 settings have been successfully saved

13. To test, leave your existing QuickHelp portal connection open and conduct the testing
from another computer (or InPrivate browser window) so that you can remove the SSO
configuration if needed. See Testing access using SSO below.

14. If you find yourself unable to authenticate after configuring SSO, in the Admin Portal,
navigate back to the main Authentication Settings page. Check the box next to your IdP
configuration and click Delete from the Action Bar.

m 4
DELETE ADD PROVIDER

Testing access using SSO
1. From another computer, try accessing the QuickHelp portal at

where ‘routeurl’ is the custom ‘landing page’ designated for
your organization. If you don’t know your ‘routeurl’ you can initiate SSO by accessing the

main site at and entering your organizational e-mail address. It
should redirect you to your SSO provider where you will authenticate and then login to
QuickHelp.

2. If you are unable to automatically authenticate, and instead are presented with an
incident or error ID, please provide that ID to the QuickHelp Support desk
( ).


http://quickhelp.com/
mailto:support@quickhelp.com
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